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Abstract 

The security and privacy protection of the collected data is a major 

unsolved issue, with challenges coming from stringent resource 

constraints of MSN devices, and the high demand for both 

security/privacy and practicality. Wireless medical sensor networks 

(MSNs) is a key enabling technology in e-healthcare that allows the 

data of a patient’s vital body parameters to be collected by wearable 

or implantable biosensors In this paper, we propose a lightweight 

and secure system for MSNs. The system employs hash-chain based 

key updating mechanism and proxy-protected signature technique to 

achieve efficient secure transmission and fine-grained data access 

control. Furthermore, we extend the system to provide backward 

secrecy and privacy preservation. Our system only requires 

symmetric-key encryption/decryption and hash operations and is 

thus suitable for low-power sensor nodes. This paper also reports the 

experimental results of the proposed system in a network of 

resource-limited motes and laptop PCs, which show its efficiency in 

practice. To the best of our knowledge, this is the first secure data 

transmission and access control system for MSNs until now. 

 

Index Terms: Proxy- protected signature, security, privacy, data 

access control, multiparty computation, Hash key mechanism.  

 

1. INTRODUCTION 

 
 Recently, with the rapid development in wearable 

biosensor and wireless communication technologies, wireless 

medical sensor networks (MSNs) have emerged as a promising 

technique which will revolutionize the way of seeking 

healthcare at home, hospital, or large medical facilities. Instead 

of being measured face-to-face, with MSNs, patients health 

related parameters can be monitored remotely, continuously, 

and in real time, and then processed and transferred to medical 

databases. This medical information is shared among and 

accessed by various users such as healthcare staff, researchers, 

government agencies, insurance companies, and patients.  

 

 Through this way, healthcare processes, such as 

clinical diagnosis and emergency medical response, will be 

facilitated and expedited, thereby greatly increasing the 

efficiency of healthcare.  Here biosensor nodes (either 

implantable or wearable) are attached to a patient to 

periodically collect his/her personal health information (PHI) 

and forward them to the controller, then the controller serving 

as a gateway will report the collected PHI to the network 

server. Thus, users can issue commands to access the collected 

PHI or control the biosensors of a target PAN. Note that the 

sensor nodes communicate only with the corresponding 

controller, but not individual users. This is because in a large 

healthcare facility, it would be difficult for the resource-limited 

sensor nodes to authenticate hundreds of users. As a result, 

users are authenticated at the controllers (or the network server) 

which will issue commands to the biosensor nodes on behalf of 

them. Since the collected PHI is private information of patients 

and plays a critical role in medical diagnosis and treatment, it is 

essential to strictly limit the access of these data to authorized 

users only in order to ensure the security of these data and 

preserve the patients’ privacy [1].  

  

 However, designing a secure and efficient system for 

MSNs is a difficult task as it faces the following challenges. 

Firstly, as we will discuss Section IV, there are quite a number 

of security requirements that need to be satisfied. Secondly, the 

security mechanisms must be resource-efficient since biosensor 

nodes, especially the implanted ones, have much lower 

processor speed, memory, transmission speed, and energy 

supply than sensors of other sensor networks. Thus, as we will 

discuss in Section II, the limited resources of biosensor nodes 

render the use of most common cryptographic techniques (e.g., 

public key cryptosystems and their enhanced variations such as 

ring signature) unrealistic or impossible in most circumstances 

with respect to delay.  

 

 Moreover, if the message authentication or 

encryption/decryption methods are not fast enough, an 

adversary may launch a Denial of-Service (DOS) attack (i.e., a 

signature-based DOS attack) to exhaust the resources of 

legitimate biosensor nodes and render them less capable of 

carrying out their intended functions. Thirdly, due to their small 

size, sensor nodes can be easily stolen or simply lost. Patients’ 

mobility also increases the chances of losing the sensor nodes. 

Generic wireless sensor networks (WSNs) does not have this 

problem as they have stationary sensor nodes. Furthermore, the 

adversary can easily find their targets in local hospitals or 

healthcare facilities, as opposed to remote locations like forests 

or battlefields. Therefore, physical compromise of sensor nodes 

is more likely in MSNs than in generic WSNs.  

 

To address the above challenges, this paper makes three main 

contributions:  

(1) We show the security weaknesses and efficiency problems 

of the existing security systems in MSNs. Then we identify the 

characteristics of an MSN and present the requirements of a 

secure and lightweight system of MSNs. Considering the 

special features of an MSN, a powerful mobile adversary is 

introduced into MSNs.  

(2) We propose a secure and lightweight system for MSNs, 

which not only enables lightweight key management but also 



         P-ISSN: 2347-4408  
            E-ISSN: 2347-4734 
 

2| Page   December 2014, Volume - 1, Issue - 3 
 

provides fine-grained access control in MSNs. In addition, our 

theoretical analysis demonstrates that the proposed system can 

meet the requirements. 

(3) We also implement the proposed system in a network of 

resource-limited sensor nodes and laptop PCs. Evaluation 

results show the efficiency of the system in practice. 

Accordingly, some suggestions on how to set the parameters of 

the proposed protocols are provided.  

 

 The rest of the paper is structured as follows. In 

Section II, we first survey and analyze the related work, and 

then discuss their security weaknesses and efficiency problems. 

Section III describes the network and adversary models, and 

then discusses the features of MSNs. Section IV presents the 

requirements of a secure system of MSNs. Then in Section V, 

we describe our proposed system accompanied by theoretical 

analysis of the security properties. Section VI describes the 

implementation and experimental results of our system via real 

resource-limited sensor platforms. Finally, Section VII 

concludes this paper. 

 
Fig.1 Architecture Diagram 

 

2. RELATED WORK 

 
 Despite the need and importance, to the best of our 

knowledge, until now no secure and lightweight data 

transmission and access control platform for MSNs has been 

proposed. For example, the designers of Code Blue [4] and 

MUSIC [5] point out the need for security in a medical 

environment, but their work do not focus on addressing security 

issues. Recently, an architecture called “SNAP” (Sensor 

Network for Assessment of Patients) [6] has been proposed to 

address the security challenges facing a sensor network for 

wireless health monitoring. However, we observe that SNAP 

does not deal with user authentication for medical data. 

Moreover, the collected data from a biosensor is transmitted to 

the controller in plaintext. Thus, an adversary can easily modify 

the medical data and/or inject polluted medical data into the 

network.  

 

 Some researchers (e.g., [7], [8]) utilize physiological 

signals (e.g., heart rate interval, blood flow, and 

electrocardiography) obtained from the patient to enable 

biosensors to agree upon a symmetric (shared) cryptographic 

key in an authenticated manner. However, they demand that 

each biosensor can measure the same physiological parameter, 

this assumption is rather restrictive and makes this method not 

suitable for many MSN applications. Based on public key 

cryptography, some novel protocols (e.g., [9]–[12]) have been 

proposed to ensure security of MSNs. The authors of [9] 

suggest to use elliptic-curve cryptography (ECC) algorithm to 

set up symmetric keys between sensor nodes and the base 

station. Also, a novel group key management and 

authentication mechanism is presented. However, they are 

computation-inefficient, cannot fulfill the stringent delay 

requirements in MSNs and are vulnerable to DoS attacks.  

 

 For instance, as reported in [9], the ECC key 

agreement takes 7.198 s on a Tmote Sky mote, which features a 

16-bit, 8 MHz MSP430 processor. Additionally, as described in 

[10], the elliptic curve Diffie-Hellman (ECDH) key generation 

used in sensor-to-sensor authentication takes 5.97 s on a Tmote 

Sky mote. As common biosensor nodes have less computation 

power than Tmote Sky motes, public key cryptography is not 

favorable for biosensor nodes. Also, a lightweight identity-

based cryptography named IBELite . It balances security and 

privacy with accessibility. However, we observe that there are 

security weaknesses and efficiency problems in IBE-Lite. 

Firstly, all medical data are encrypted by ECC, which is not 

efficient for MSNs. Secondly, their work does not consider 

sensor-tosink (or user) data authentication. Thus, false medical 

data could be injected or treated as legitimate due to the lack of 

node authentication. Thirdly, IBE-Lite cannot resist node 

replication attacks. That is, an adversary can insert additional 

hostile biosensors into the network. Fourthly, the master key of 

each PAN consists of n secret keys, which are picked by the 

patient. Each doctor uses the secret key from the certificate 

authority to decrypt the messages encrypted by a sensor node. 

Once a doctor sends n user queries to a target PAN, he/she is 

able to generate the master key of the PAN. Thus, to ensure the 

security of IBE-Lite, the number of user queries has to be 

limited. Although there are a lot of works about generic WSNs 

and mobile ad hoc networks (MANETs) security (e.g., [14]–

[16]), these mechanisms are not directly applicable in MSNs 

due to the unique and challenging operational and security 

requirements of MSNs. For instance, the authors of [14] 

introduce a novel approach to ensure distributed privacy-

preserving access control, which is built on a ring signature 

technique.  

 

 Also, in [15], a self-contained public key-management 

scheme has been proposed for wireless ad hoc networks, in 

which a small number of cryptographic keys are stored offline 

at individual nodes before deployment. Also, to avoid the 

weaknesses of a public key infrastructure, as a special form of 

public key cryptography, identity-based cryptography has been 

used in various areas of securing MANETs [16]. Unfortunately, 
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as described before, solutions relying on public key 

cryptography are not directly applicable to MSNs. 

 

3. NETWORK MODEL, ADVERSARY MODEL 

AND UNIQUE FEATURES OF MSNS 

 
3.1 UNIQUE FEATURES OF MSNS 

 

 MSNs are different from MANETs and WSNs in the 

following aspects [2].  

(1) Data Rate: Events monitored by MANETs and WSNs 

usually occur at irregular intervals. On the contrary, MSNs are 

employed to monitor humans’ physiological activities, which 

more or less may occur periodically. As a result, data streams of 

applications exhibits relatively stable rates. All nodes are 

assumed to have loosely synchronized clocks with the help of 

some existing secure time synchronization scheme.  

(2) Mobility: Relatively, there is no movement between sensors 

as they are all in the same patient. Movement between 

controllers and sensors is due to mobility of patients, which is 

very low. 

(3) Efficiency: The sensed signals can be efficiently processed 

by biosensors to obtain estimates of physiological information. 

Also, the power consumption on biosensors is low and thus 

batteries can last longer. 

 

3.2 NETWORK MODEL 
 

 All biosensor nodes in an MSN have limited power 

supply, storage space and computational capability. Due to the 

constrained resources, computationally expensive and energy 

intensive operations such as public key cryptography are not 

favorable for such nodes. We assume that the network server is 

secure. That is, the network server is equipped with a tamper-

resistant component for storing the keying materials. According 

to the data rate feature of an MSN described in Section III.A, 

we assume that time is divided into equal and fixed collection 

rounds and each biosensor collects a single data item per round. 

The sensor nodes may be placed in, on or around the patient’s 

body. Although there is no consensus on the communication 

technologies in PANs, the communication ranges of off-the 

shelf technologies (e.g., Zigbee) are larger than 3 m. Thus, 

according to the mobility feature of an MSN described in 

Section III.A, we assume that all sensor nodes in a PAN can 

directly communicate with the controller, thus a star topology is 

assumed. 

 

3.3 ADVERSARY MODEL 

 

 We assume that an adversary can behave as both 

outside and inside attackers. Outside attackers can drop 

messages by jamming the communication channel, eavesdrop 

messages, modify messages, inject forged messages or replay 

old messages. Insider attackers can compromise a number of 

biosensor nodes, controllers and network users to obtain their 

data and keying materials. Considering the special features of  

 
Fig.2 Flow of security 

 

a MSN, a powerful mobile adversary [17] is introduced into 

MSNs. One important feature that separates it from other 

adversary models is its mobility. More specifically, the 

adversary can compromise different subsets of biosensors in 

different time intervals. The subset of compromised nodes 

might not be clustered or contiguous, that is, concurrently 

compromised nodes can be spread over the entire MSN. While 

in control of a biosensor node, the adversary acquires keying 

materials and status, reads all storage/memory, and can 

eavesdrop on all incoming and outgoing communications of the 

compromised node. There are two reasons to consider such a 

mobile adversary model. Firstly, since the biosensors are in, on 

or around the body of the patient, the compromised biosensors 

are easily detected by the patient or the health staff. Thus, the 

adversary roams around the MSN gradually to avoid being 

detected. Secondly, it is extremely difficult for the adversary to 

predict a patient’s movement and follow him/her everywhere. 

As a result, the adversary may inevitably lose control of the 

already compromised biosensor nodes. 

 

4. THE REQUIREMENTS OF A SECURE 

SYSTEM 

 
 In this section, we present several criteria that 

represent desirable characteristics in a secure and lightweight 

system for MSNs. 

 

(1) Lightweight: Every PAN often consists of low-end sensor 

nodes, which rely on battery energy [1]. Furthermore, 

emergency situations in an MSN require the capability for fast 

medical reaction without disabling security functions. For 

example, secure PAN setup in emergency situations must be 

carried out in less than one second and the maximum allowable 

latency for electrocardiogram transmission is 250 ms [18]. To 

match the low-capabilities of the sensor nodes, it is important to 

minimize computation, communication and storage overhead 

on the sensors. Hence, cryptographic algorithms must be as fast 
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as possible in order to satisfy these requirements and be 

invulnerable to DoS attacks. 

 

(2) Fine-grained data access control: Access control needs to be 

enforced for patient-related data in the whole MSN so that 

private information will not be obtained by unauthorized users. 

More importantly, a secure system should provide different 

privileges for different network users. 

  

(3) Scalability: The system should be efficient even in a large 

scale MSN with many users and many PANs [1]. 

 

(4) Flexibility: The access policy should be adapted 

dynamically to contexts, such as time, location, or certain 

events related to patients. Note that in MSNs, the access policy 

should be defined by both patients and healthcare units. For 

example, on-demand authorization to read a patient’s PHI can 

be given temporarily to an available doctor who is not on the 

access list when a medical emergency happens. Obviously, 

inability or irresponsiveness in adapting the access rules may 

threaten a patient’s life [1]. 

 

(5) Confidentiality: In order to prevent patient-related data from 

leaking, the data needs to always be kept confidential at a node 

or local server (i.e., the network server). Data confidentiality 

should be resistant to device compromise attacks (e.g., node 

compromised and controller compromised attacks). That is, 

compromising one node helps the adversary to gain nothing or 

little from the data stored at that node. 

 

(6) Data integrity assurance: In MSNs the patient-related data is 

vital, and modified data would lead to disastrous consequences. 

Therefore, data integrity shall be protected all the time. 

 

(7) Forward secrecy: It means that even if an adversary obtains 

the current secrets of a node, it cannot decrypt (or forge 

authentication tags for) those data collected and encrypted (or 

authenticated) before compromise 

. 

(8) Backward secrecy: It means that even an adversary has 

compromised (and then released) a node, it cannot decrypt (or 

forge authentication tags for) those data collected and encrypted 

(or authenticated) by the node after releasing. 

 

(9) Strong contextual privacy preservation: We divide privacy 

issues in MSNs into content oriented privacy and contextual 

privacy. Here we just focus on contextual privacy, since the 

content oriented privacy has been considered in Requirements 

(5), (7) and (8). Contextual privacy means an adversary has the 

ability to link the source and the destination of a message. In an 

MSN, if an adversary can link the patient with a specific 

physician, then the patient’s privacy will be lost. Thus, it is very 

important to protect contextual privacy, which includes sensor 

identity privacy and PAN identity privacy of every collected 

data, and each user’s privilege content privacy in addition to the 

privacy of every user command content. For example, if an 

adversary searches the whole MSN for a specific parameter, 

protecting the privacy of sensor identity of every collected data 

is desirable. Similarly, if an adversary searches the whole MSN 

for a specific patient, protecting the privacy of PAN identity of 

every collected data is desirable. In addition, we illustrate the 

importance of user privilege content privacy by considering the 

following two scenarios. One is that often each user’s privilege 

content indicates the user identity information and the relation 

between the user and some patients (i.e., the owner of some 

PAN), thus exposing the patients’ privacy. The other is that 

with the knowledge of some user privileges, an adversary can 

seek the important users and then launch attacks on the MSNs. 

 

5. THE PROPOSED SYSTEM 

 
5.1 THE BASIC IDEA OF OUR SYSTEM 

 

 The basic idea of the proposed system is given as 

follows. After a user registers to the network server, he/she is 

allowed to issue commands to access the collected PHI or 

control the biosensors according to his/her privilege. To achieve 

this goal, proxy-protected signature by warrant (PSW) [19] is 

introduced into our system. This technique is a special digital 

signature. There are two kinds of participants, i.e., an original 

signer and proxy signers. The original signer gives the proxy 

signer a warrant, which specifies the identity of the proxy 

signer, the identity of the original signer, the expiration time of 

the delegation of signing power, etc. The proxy signer generates 

proxy signatures only with the proxy signature key given by the 

original signer. Verifiers validate proxy signatures only with the 

public key of the original signer and pay attention to the legality 

of the warrant.  

 

 The detailed information about applying the PSW 

technique into the proposed system is given as follows. The 

network server of an MSN plays the role of original signer 

while the users of the MSN play the role of proxy signers. 

Through registration, the users obtain one or more proxy 

signature keys from the network server before they enter to an 

MSN. The key can subsequently be used to make signature on a 

command. Thus, authorized users generate valid commands 

only with the proxy signature keys given by the network server. 

The validity of each command can be verified by the controller 

of any PAN or the network server with the public key. Through 

this way, the network server can prevent unauthorized 

commands on the MSN. Additionally, our proposed system 

only requires lightweight cryptographic operations (i.e., 

symmetric-key encryption/ decryption and hash function 

operation) and do not need verification tables to be stored on a 

biosensor. Hence the computational and storage requirement on 

a biosensor is low. Quite a number of of PSW schemes have 

been proposed in the literature. However, some of them suffer 

from some security weaknesses, and most of them are not 

efficient enough for biosensors. After a thorough evaluation, we 

have found that Shao’s PSW scheme [20] is most suitable for 

our purpose. However, in spite of its efficiency, we observe that 

this scheme has a design weakness, which will cause failure of 

the proposed protocol. Thus, to ensure that the proposed 

protocol works, a feasible approach has been proposed to fix 

such a weakness. 

 

 Our system involves four phases. The system 

initialization phase is performed by the network server to set up 
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an MSN. User joining phase is involved before a user can issue 

commands to the MSN. During the regular use phase, the data 

from each biosensor node is securely transmitted to the network 

server via the controller. In the user command phase, if a 

network user has a new command, he/she will need to construct 

the command and the proxy signature and then send them to the 

network server (or the controller of a target PAN). More 

exactly, there are four issues about this requirement exist in the 

system as follows. 

(1) Command exposure: The commands from users are 

transmitted in plaintext in free air. 

(2) Warrant exposure: The warrant from a user, which indicates 

the user privilege, is transmitted in plaintext in open 

environment.  

(3) Sensor node identity exposure: The sensor node ID, which 

is attached to the sensor data, is transmitted in plaintext.  

(4) PAN identity exposure: The PAN ID is transmitted in 

plaintext.  

 

To avoid command exposure and warrant exposure, a simple 

improvement for the system is as follows  

 When a user, say Ui, hopes to issue a command to the 

network server (rsp. the controller of a target PAN), the 

command is encrypted with the network server’s public key 

(rsp. the controller’s public key). At the same time, the warrant 

is encrypted in the same way. To avoid sensor node identity 

exposure, we propose a hashing-based identity randomization 

approach, which can be directly employed in the system. The 

basic idea is for each sensor node, say sj , to use a one-way 

keyed hash function for producing a hash value as its identity. 

As one of the inputs of a keyed hash function, the key kr j 

introduced in the backward secrecy extension can be used. At 

the same time, the original identity of the sensor node, which is 

assigned by the network server before the network deployment, 

is used to be the other input of a keyed hash function.  

 

 As mentioned above, the key kr j at round r is updated 

for every round between the sensor node sj and the network 

server. Thus, this approach can evolve sensor node identities 

such that it can provide forward secrecy and backward secrecy. 

The adversary cannot link two values as the input and output of 

a keyed hash function without knowing the key kr j . Without 

knowing the keys, the adversary cannot determine whether two 

messages are sent by the same sensor node through 

eavesdropping. Therefore, the anonymity of a message’s sender 

is protected as long as the key is not compromised. A sensor 

node can erase its current ID and the key kr j , and then 

generate a new identity after receiving the response from the 

network server (more exactly, obtaining the new key kr+1 j ). 

Then through physically capturing a sensor node, the adversary 

only obtains the original ID of the sensor node. Because of one-

way feature of the keyed hashing, the adversary cannot reverse 

the hash function to get the previously used IDs. Clearly, the 

above approach can also be employed easily to avoid PAN 

identity exposure. 

 

6. IMPLEMENTATION AND PERFORMANCE 

EVALUATION 

 

We evaluate the proposed system by implementing all 

components on an experimental testbed. 

 

6.1 IMPLEMENTATION AND EXPERIMENTAL 

SETUP 
 

 In order to investigate the feasibility of the proposed 

system on biosensor nodes, same as the existing studies [4]–

[11] on securing MSNs, we choose two common resource-

limited sensor nodes, i.e., TelosB and MicaZ motes. The 

TelosB Tektronix TDS 2012B mote is equipped with an 16-bit, 

8-MHz MSP430 microcontroller, 10 KB RAM, 48 KB ROM, 

1024 KB flash and an 802.15.4/ZigBee radio. Also, the MicaZ 

mote features an 8-bit, 8-MHz Atmel microcontroller with 4-

KB RAM and 128-KB ROM. Our implementation has the 

network server, controller, network user and sensor node side 

programs. The protocols operated by the first three entities have 

been implemented in C (using OpenSSL [22]) and executed in 

laptop PCs (with 2 GB RAM) under Ubuntu 11.04 environment 

with different computational power. In addition, the sensor 

node side programs are written in nesC. Our motes run TinyOS 

[23] 2.x. Throughout this paper, unless otherwise stated, all 

experiments on laptop PCs and sensor nodes were repeated one 

thousand times for each measurement in order to obtain 

accurate average results. Additionally, for one-way hash 

function h(), we have selected SHA-1, thus the output size is 

160 bits. To measure the power consumption of various 

cryptographic functions in sensor nodes, the circuit as shown in 

Fig. 3 has been built [24]. When the mote in the circuit is 

executing a cryptographic function, the voltage across the 

resistor Vr is measured by a Tektronix TDS 2012B 

oscilloscope. From Vr, the current through the circuit I can be 

obtained by Ohm’s law. Also, the voltage across the mote Vm 

can be obtained by Kirchoff’s voltage law. Then, the power 

consumed by the cryptographic function is simply given by 

Vm_I. Moreover, if we measure the execution time of the 

cryptographic function, we can obtain its energy consumption. 

 

6.2 EVALUATION RESULTS 
 

 The proposed system is evaluated according to the 

following metrics, namely, memory overhead, execution time, 

and energy overhead. The memory overhead refers to the 

amount of RAM and ROM space occupied by the protocol 

codes. Table II gives the execution time of the main operations 

in the proposed system when the length of message Que is set 

to 8 bytes and the length of the parameter modulus n varies. 

Here system initialization indicates the generation of the 

network server’s public key and private key. It can be seen that 

only this operation takes relatively longer time. The execution 

times of other operations are only of the order of milli-seconds. 

For example, the execution time of proxy signing a message 

and the signature verification are 1.57 ms and 1.72 ms for a 

network user and a controller (or the network server) on a 1.6- 

GHz laptop PC when the length of n is 1024 bits, respectively. 

  

 Considering the clock frequency of a typical 

smartphone is more than 1 GHz, our protocols are efficient for 

most of local processing units (e.g., smartphone or laptop PC). 

We perform the same experiment ten thousand times and take 
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an average over them. For example, the execution time on a 

MicaZ mote for inputs of 30 bytes, 58 bytes, 122 bytes, and 186 

bytes are 9.4609 ms, 18.4498 ms, 27.7263 ms, and 37.0021 ms, 

respectively. Also, the execution time on a TelosB mote for 

inputs of 30 bytes and 58 bytes are 5.6012 ms and 10.50473 ms, 

respectively. From Fig. 4, it can be seen that the execution time 

remains very stable when the byte length of the input falls in 

the interval [0; 55], [56; 119], [120; 183], or [184; 198]. As the 

input of a hash function, the longer the length of the PHI in 

each round is, the bigger the time consumption of hash 

operation is. Thus, it is suggested that in our system, the length 

of the PHI in each round should be chosen according to the 

above intervals to achieve a balance between the packet length 

and computing complexity.  

 

 For example, when the length of the PHI is a bit longer 

than 55 bytes, according to the system configuration, only 55 

bytes data is picked from the PHI as the input of a hash 

function. Next, the energy consumption of SHA-1 hash 

function operation is investigated. When a MicaZ mote is used 

in the circuit,Vr=144 mV, I=7.0727 mA, Vm=2.8160 V, 

P=19.9167 mW. When a TelosB mote is used, Vr=40 mV, 

I=1.9646 mA, Vm=2.9200 V, P=5.7366 mW. By multiplying 

the power with the execution time obtained from Fig. 4, we can 

determine the total energy consumption of SHA-1 operation on 

the motes.For example, the energy consumption of SHA-1 

operation with a random 30-byte number as input on MicaZ and 

TelosB motes are 0.1884 mJ and 0.0321 mJ, respectively. 

Compared with other commonly known symmetric encryption/ 

decryption algorithms (e.g., RC5, Data Encryption Standard, 

Triple-DES), the Advanced Encryption Standard (AES) 

algorithm is regarded as the most efficient one. Moreover, AES 

is supported by many hardware platforms for the MSNs. We 

have thus implemented software AES encryption/ decryption 

[26] and CC2420 radio based stand-alone hardware AES 

encryption on MicaZ and TelosB motes. These two modules are 

used with 10 rounds (with a 128-bit key and 128-bit block size) 

and ECB mode. For CC2420 radios hardware AES, the stand-

alone mode does not have decryption phase. Table III shows the 

execution time of software AES encryption/decryption for 

MicaZ and TelosB motes with the plaintext (i.e., the data item 

data in this paper) of different lengths, respectively.  

 

 Also, Table IV shows the execution time of stand-

alone hardware AES encryption for MicaZ and Telos- B motes 

with the plaintext of different lengths, respectively. As 

expected, it can be seen from Tables III and IV that hardware 

AES operation is much faster than software AES operation for 

the same level of security. Also, the time consumed by 

hardware AES implementation is extremely small. For 

example, even with 160-byte plaintext as input, the encryption 

procedure takes 0.346 ms and 0.873 ms on MicaZ and TelosB 

motes, respectively. When software AES algorithm is executed 

in a MicaZ mote, Vr=136 mV and P=18.8638 mW. For a 

TelosB mote, Vr=41 mV and P=5.8783 mW. By multiplying 

the power with the execution time given by Table III, we can 

determine the total energy consumption of software AES 

encryption/ decryption operation on MicaZ and TelosB motes, 

respectively.  

 

 For example, the energy consumption of software AES 

encryption operation with a random 48-byte plaintext as input 

on a MicaZ mote is 0.0633 mJ. Then the energy consumption of 

stand-alone hardware AES encryption operation is investigated. 

When a MicaZ mote is used in the circuit, Vr=436 mV and 

P=54.0502 mW. When a TelosB mote is used, Vr=336 mV and 

P=43.3036 mW. For example, the energy consumption of 

stand-alone hardware AES encryption operation with a random 

48-byte plaintext as input on a MicaZ mote is 0.0058 mJ. Thus, 

the energy consumption of hardware AES is much lower than 

that of software AES for the same level of security. According 

to the above analysis, the proposed mechanisms are much more 

efficient than the public key based protocols (e.g., [9]–[12]) in 

terms of computation complexity and energy consumption.  

 

 Next, we have implemented the proposed system as a 

whole, where the controller and node side programs are 

executed on resource-limited sensor nodes, and the network 

server side programs are executed on PCs. Each node uses 

CC2420 stand-alone hardware AES encryption module to 

encrypt the sensed data. In our implementation, the controller of 

a PAN communicates with the network server through a serial 

port. Also, each node uses software AES decryption module to 

decrypt the response from the network server. Because the key 

size of the used AES algorithms is 16 bytes while the output of 

SHA-1 function is 20 bytes, only the first 16-byte data is used 

in the key update operation. Table V shows the code sizes of 

the whole system. For example, the implementation of the node 

side programs on a TelosB mote occupies 16,172 bytes of ROM 

and 463 bytes of RAM, respectively. The resulting size of this 

implementation corresponds to only 32.90% and 4.52% of the 

ROM and RAM capacities of TelosB, respectively.  

 

 Note that a biosensor node in a MSN is mainly used to 

collect and transmit the sensor data and does not need to carry 

out any data processing task. The code sizes of these functions 

are very small and hence the ROM of a biosensor node is only 

lightly occupied. Therefore, the implementation overhead of 

32.90% of ROM is acceptable. Finally, we compare the total 

energy of two cases with respect to communication, i.e., a 

biosensor node sending data to the controller (1) without any 

security protection scheme and (2) with our security protection 

scheme. According to Equation (3), the communication 

overhead incurred by our security protocol for each round of 

data transmission is 20 bytes of message authentication code if 

SHA-1 is used. Assuming that the transmission data rate of a 

mote is 160 kbps (the maximum data rate of MicaZ and TelosB 

motes is 250 kbps), the transmission time of 20 bytes is 0.977 

ms. Given that the C2420 transceiver radio (used on many 

sensor motes such as MicaZ and TelosB) draws 17.4 mA in 

transmitting mode [27] and a mote is operated by a 3-volt 

battery, this extra consumed energy is acceptable. 

 

7. CONCLUSION 

 
 In this paper, we have identified the security 

challenges facing an MSN for wireless health monitoring and 

then proposed a novel and lightweight system to achieve secure 

data transmission and access control for MSNs. The security 
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analysis has demonstrated that our system can achieve the 

requirements of the protocol of this kind. We have implemented 

the protocols on real mobile devices and sensor platforms with 

limited-resource. Experimental results have shown that our 

approaches are feasible for real-world applications. 
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